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1. Purpose and Statement of Intent
This policy sets out the school’s approach to preventing, detecting, responding to, and recovering from cyber attacks. The school recognises that cyber threats pose a significant risk to the confidentiality, integrity and availability of personal data, educational records and safeguarding systems.
The school is committed to protecting pupils, staff, governors and families by ensuring robust cyber security measures are in place and that effective response procedures are implemented in the event of an incident.

2. Legal and Regulatory Framework
This policy operates in accordance with:
- UK General Data Protection Regulation (UK‑GDPR)
- Data Protection Act 2018
- Computer Misuse Act 1990
- Keeping Children Safe in Education (KCSIE)
- DfE Cyber Security Standards for Schools
- National Cyber Security Centre (NCSC) guidance
Where a cyber incident involves personal data, the school will comply with Articles 33 and 34 of UK‑GDPR regarding breach notification to the Information Commissioner’s Office (ICO) within 72 hours where required.

3. Scope
This policy applies to:
- All school staff, including temporary and volunteers
- Governors and trustees
- Third‑party contractors and IT providers
- All school IT systems, devices and cloud services
- Staff use of personal devices where accessing school systems (BYOD)

4. Definition of a Cyber Attack
Cyber attacks may include, but are not limited to:
- Ransomware
- Phishing and spear phishing
- Malware or virus infection
- Unauthorised system access
- Data exfiltration or data theft
- Denial of Service (DoS) attacks
- Website compromise or defacement









5. Roles and Responsibilities
Governing Body
- Provide strategic oversight of cyber risk.
- Ensure adequate resources are allocated.
- Receive incident reports and lessons learned summaries.
Headteacher
- Overall responsibility for incident management.
- Authorise communications to parents and media.
- Liaise with governors and external agencies.
IT Provider / IT Lead
- Implement preventative technical controls.
- Monitor network activity and security alerts.
- Isolate and remediate cyber incidents.
- Maintain and test secure backups.
Data Protection Officer (DPO)
- Assess whether the incident constitutes a personal data breach.
- Advise on ICO notification requirements.
- Maintain the breach log.
- Ensure lawful processing during recovery.
All Staff
- Report suspicious emails or activity immediately.
- Follow Acceptable Use Policy requirements.
- Complete annual cyber security training.

6. Preventative Measures
The school will implement the following security controls:
- Firewall protection
- Web filtering and monitoring
- Anti‑virus and endpoint detection software
- Multi‑Factor Authentication (MFA) for key systems
- Regular software patching
- Secure cloud and/or offline backups (tested annually)
- Role‑based access controls
- Device encryption
- Email filtering and anti‑phishing systems






7. Incident Response Procedure
Stage 1 – Identification & Containment
- Disconnect affected devices from the network.
- Inform the Headteacher and IT provider immediately.
- Preserve evidence and do not delete files.
Stage 2 – Investigation
- IT provider to determine scope and cause.
- Identify affected systems and data.
- Reset compromised credentials.
Stage 3 – Data Protection Assessment
- DPO assesses risk to individuals.
- Determine ICO notification requirements.
- Inform affected individuals where high risk is identified.
Stage 4 – Recovery
- Restore systems from secure backups.
- Monitor systems for ongoing threats.
- Conduct security review and strengthen controls.

8. Ransomware Position
The school does not encourage payment of ransom demands. Decisions will be taken in consultation with the IT provider, DPO, governors and law enforcement where necessary.

9. Business Continuity
- Maintain tested backup systems.
- Ensure safeguarding procedures can operate during system outage.
- Maintain offline emergency contact information.

10. Training and Awareness
- Annual staff cyber security training.
- Induction training for new staff.
- Governor cyber risk briefings.
- Age‑appropriate cyber safety education for pupils.
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